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Attorney General McGraw Shuts Down Advanced Fee Loan Website For False

Advertising A Charleston, WV Location

Last week, the West Virginia State Credit Union was inundated with phone calls from consumers who had been victimized by

this scam. Apparently, the crooks were advertising advanced fee loans online. If a consumer applied for a loan, he would

receive an email that identified the company as a state credit union located at 2200 Washington Street, East, Charleston, West

Virginia 25311 – the same address as the West Virginia State Credit Union. In the email, the consumers were told they would

have to purchase insurance in order to qualify for the loan. Specifically, the email told consumers to wire $1,250.00 by Western

Union or MoneyGram to a location in Canada. Once the money was wired, the consumer never heard from the crooks again.

"No legitimate bank or credit union will require a consumer to wire money in order to receive a loan or line of credit. According

to Canadian authorities, a majority of these advance fee loan scams originating out of Canada have been linked to organized

crime. When consumers submit loan applications, they are giving criminals their Social Security numbers, bank account

numbers, and other personal identifiable information that will be used to steal their identity," McGraw warned.

Working with GoDaddy Group, Inc., a domain registration company headquartered in Scottsdale, Arizona, the Attorney

General’s office was successful in shutting down the statecreditunion.net website as of Monday afternoon, May 4.

"Last week, statecreditunion.net, was operational and had the potential to cause additional harm to consumers in West Virginia

and around the country. Today, if you attempt to visit this fraudulent website, you will find a message that states the page

cannot be found. My office took the steps necessary to protect innocent consumers from being victimized by this scam. We

want the thieves to hear our message loud and clear – West Virginia will not be used as a haven for criminal activity," said

Attorney General McGraw.

If you have been a victim of this or any other consumer scam, please feel free to contact Attorney General Darrell McGraw’s

Consumer Hotline at 1-800-368-8808 or visit his website at www.wvago.gov.

Any consumer complaints that McGraw’s office receives from victims of this scam will be referred to the Canadian authorities

in Toronto, Ontario, Canada.
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